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Introduction

RedSky and Singlewire have partnered together to allow notifications triggered by an emergency
call handled by RedSky® E911 Anywhere® or Horizon Mobility® to extend to InformaCast Fusion.
This will allow the details of the emergency call, such as Location information, to also be
delivered as an InformaCast Fusion notification, which can incorporate a wide array of additional
notification targets.
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1 InformaCast Fusion Configuration

1.1 Creation of Distribution Lists

Create a Distribution List for each group of recipients that will be targeted with emergency call
notifications from E911 Anywhere®. Multiple lists can be created if different individuals are
responsible for responding to emergency call alerts from different locations.

List Distribution Lists @

Lists distribution lists, which allow you to group together your recipients, e.g. users, anonymous users, and applications for easier notification management and (opticnally) attach campaigns to them, which are a way to
create event-oriented groupings of recipients.

|Q Search... H < Filters

‘ = Managing Site || = Shared Status

Name Campaign Site Access @

a11 Call Alerts Global VA

Administrator Alerts Global

1.2 Creation of Message Templates

Create at least one message template to serve as the building block for E911 Anywhere®
notifications. Multiple templates can be created if additional “site-specific” recipients such as
Device Groups (e.g., IP Phones or IP Speakers) or Outbound Systems (e.g., WebEx or Microsoft
Teams spaces) are utilized.

The message template should have the following fields set to Customizable o to allow E911
Anywhere® to populate those fields, accordingly:

e Distribution Lists
e Subject
e Body
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& Message Templates
Message Template Details @

View/edit a message tempiate, its details, recipients, and behavioral settings

Notification Profile Settings (Optional)
Assign a notification profile to your message template—setting delivery, content, and layout preferences—and optionally customize its settings in place.

Content
Define the content to include in your message template, e.g. text, audio, image, confirmation response, incident plan, etc
Name
[o11 can |
Subject
[ 4911 call occurred | o
isi Subject text is a summary of # Insert Varisbles
Body
4911 call was placed &
4
Nt always ately visible * provides more details about TeqUires User interaction, & g opening & notifcation pra—
Which types of content would you like to include in your message template?
a N a e
L] B [ 1
Audio Image Confirmation Request Incident Plan
Recipients

Which recipients would you like to include in this message template? Required

Distribution Lists Users

Areas of Interest

Outbound Systems

I @ Tip Select specific recipients fom the options you've included, or leave them blank and customizable to elect them when you send your notification.

Distribution Lists

v x g

/ Save Template

1.3 Creation of Service Account

Create a Service Account that will host the API token needed for E911 Anywhere® to initiate an
InformaCast Fusion notification. Admin > Integrations > Service Accounts > Create Service

Account.
1. Set Type to ‘Custom API".

£ Service Accounts

Create Service Account (nesdtep? @

Create a service account, which is a way for external programs to request and receive information from InfermacCast.

Basic Information

Name
| RedSky Integration

Type .
| Custom API v ‘

2. After creating the Service Account, click on the Security tab, scroll down to the Tokens
section and select the (+) icon to add a new token.
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< Service Accounts.

Service Account Details: RedSky Integration (=it @

View/edit a service account’s details and tokens.

General Notifications Sent Notifications Security

Security Information

Security Groups - Manually Added
Assign this user to security groups.

+ Assign to Security Group

Common Permissions v
Global Permissions v
Tokens ~
Name Created Expiration

I © Note No Tokens

Give the token a descriptive name.

Create Token

Name

RedSky Integration|

Cancel Save

Copy and save the generated token in a safe location. This token will need to be
provided to your E911 Anywhere® Administrator to complete the E911 Anywhere® side
of the configuration.
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Generated Token

Click the Copy icon to copy the token to your clipboard. Paste the token into your application to
establish communication between it and InformaCast.

O Note
This token will not be available once this pop-up window is closed.

Token Token
HE:“~RFZ3RIRYNMA * 7 2r sme TTUTIZUITTTT e JYFLMAGANRMNT L T

_____ e S

KOUIK3F Lo o DM T s 20T =

Tokens expire one year from their creation.

Close

1.4 Elevate Application Permissions

1. Click on Common Permissions

2.

< Service Accounts

Service Account Details: RedSky Integration @

View/edit a service account’s details and tokens.

General Notifications Sent Notifications Security

Security Information

Security Groups - Manually Added
Assign this user to security groups.

= Assign to Security Group

Toggle Common Permissions Sectior

Common Permissions

It is recommended to limit access to only the Distribution List(s) and Message
Template(s) E911 Anywhere® needs access to. To limit this access, select View
Distribution List Permissions from within the Common Permissions section and place a

checkmark into the View column of each Distribution List E911 Anywhere® should
access:
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£ Service Accounts: RedSky Integration

Distribution List Permissions ©

View/manage common permissions, which are a more refined way of adding permissions to an application or user.

| Q. Search

Name View Update Delete
Administrator Alerts D D D
Development List 0O O O
McKenna Main Tenant Test Distribution List O O O
New QA List D D D
New QA List - REDSC-2846 D D D
Primelab D D
Primelab_Dennis Test D D D
PrimelabSecurityGroup D D
QA List D D D
Staff O ] O

Rows perpage: 10 v 1-100f10

Select Done to save your changes.

Next, select View Message Template Permissions from within the Common Permissions
section. Place a checkmark into the View column of each Message Template E911
Anywhere® should access:

< Service Accounts: RedSky Integration

Message Template Permissions ©

View/manage common permissions, which are a more refined way of adding permissions to an application or user.

‘ Q Search

Name View Update Delete
911 call O O
All Clear I:‘ I:‘ I:I
Blank D D I:I

Select Done to save your changes.
Finally, the Application needs permission to send a notification. Navigate down to the

Global Permissions section and expand the Notifications | Notification History |
Notifications object. Place a checkmark next to the Create privilege:
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Global Permissions

Expand All Collapse All
= [J recipients
+[Jusers

+ [ pistribution Lists
+ [J Areas of Interest
+ [J Tracking Everts
+ [J Microsoft Teams
+ [J outbound systems
+ [J Twitter outbouna system Management
+ [ cisco webex outbound System Management
+ [J AP Devices
+ [ site Mapped Devices
[ 7 camera integrations
+ [P cameras
— [ Notifications

— [ Notification History

+ [ notifications

+ [ Notification Activities
+ [ Message Templates

7. Select Done to save your changes.
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2 E911 Anywhere® Configuration

2.1 Connect E911 Anywhere® to InformaCast

On the E911 Anywhere® Admin portal, expand the Administration navigation menu section and
select Organization Management.

Paste in the token that was created during the InformaCast configuration steps and select Test &
Save. You should receive a notification that the connection was successful. In the event you
receive an error please contact your system administrator.

Organization Management RedSky Informacast ~

-~ InformaCast 911 Alerting (i ]

*InformaGast Access Token S CERE
HSXESFZ36lI6XOMB46SU2IIEI7MHVIUHLMVRD24

SUCCESS! We were able to successfully connect to Informacast!
Your InformaCast Access Token has been saved.

2.2 Configure InformaCast 911 Alert Entities

The Notification Integrations page is where an administrator will create InformaCast 911 Alert
Entities, which are simply mappings of the Distribution Lists and Templates, created on the
InformaCast portal. These entities will be used when defining alert subscriptions in the next step.

The Notification Integrations page is found under the Administration navigation menu section. To
create a new alert entity, select the Add InformaCast 911 Alert Entity button. An alert entity
consists of three fields:

e InformaCast 911 Alert Entity Name — a name for the newly created alert entity. This name
will be used when creating alert subscriptions.

e InformaCast Distribution List — Select the Distribution List(s) to receive the alert. The
Distribution Lists are configured in the InformaCast portal.

e InformaCast Template - Select which template should be used for the alerts. The
templates are configured in the InformaCast portal.
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CLOSE

Add InformaCast 911 Alert Entity

*InformaCast 911 Alert Entity Name

HQ Alert Group

*InformaCast Distribution Lists

Administrator Alerts

*InformaCast Template
an call

2.3 Create Alert Subscriptions

The Alerts page is where an administrator can subscribe an InformaCast distribution list,
belonging to an InformaCast Alert Entity, to notifications for emergency calls across all buildings,
or specific buildings. Alert subscriptions can leverage native RedSky® email or SMS alerts, as well
as the InformaCast Notifications configured in the previous step.

The Alerts page is found under the Configuration navigation menu section. To create a new alert
subscription, select the Add Subscription button. The following information will be required when
creating an alert subscription:

e Name - An identifier for the new alert subscription.
o Alert Type - Select which event type should trigger the alert. Valid options include:
o Emergency Call Received
o ECRC Emergency Call Received (a call with no location)
e Template - Select from a list of E911 Anywhere® templates that correspond to the Alert
Type selected.
o The E911 Anywhere® template chosen will be inserted into the InformaCast
Template that was configured as part of the alert entity subscriber selected.
e Time Zone - Used for the time stamp in the alert message.
e AllBuildings - Leave the toggle on to select all buildings by default or slide the toggle off
to select individual buildings.
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e Recipients - From the InformaCast tab, select the InformaCast 911 Alert Entity, configured
in Step 2.2, that corresponds to the InformaCast Distribution List you would like to notify
with this alert, and add it to the Recipients list.

The same InformaCast 911 Alert Entity can be used for multiple alert subscriptions.

Add Subscription

*Mame

InformaCast Alert Subscription

*Alert Type
Emergency Call Received

*Template
Standard Emergency Call Alert Template

*Time Zone
Central (UTC-06&:00)

*Buildings All Buildings @)

Recipients O

INFORMACAST

InformaCast 911 Alert Entity

Recipients
HQ Alert Group
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3 Testing

Once configuration steps are complete within InformaCast Fusion and E911 Anywhere®, simulate
a test call within E911 Anywhere® to verify the Emergency Call details are propagated to the
designated InformaCast recipients.
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