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Introduction
About Us

RedSky Technologies is the leading provider of on-premise and cloud-based E911 solutions. In
1999, we developed and patented the first automated software application to manage 911
location data. As technology has evolved, we have kept pace with emerging voice technology to
meet the requirements of modern enterprises. Our E911 enterprise-class software is used by 50
of the Fortune 500 companies. Using state-of-the-art software development languages and
frameworks, our solutions are designed to run in the most secure enterprise, government, and
virtual environments.

RedSky Technologies was recently acquired by Everbridge, however, RedSky remains a wholly
owned subsidiary of Everbridge, still doing business as RedSky

Technologies, Inc., An Everbridge Company. Everbridge is a public company (NASDAQ: EVBG)
that is incorporated in the United States (U.S.) and headquartered in Boston, MA. Everbridge has
a long history of supporting enterprise customers and offers an industry-leading mix of Critical
Event Management and Enhanced 9-1-1 capabilities.
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Scope

Overview

This Interface Control Document details the technical aspects of the integration between
RedSky’s E911 Anywhere® and Cisco Emergency Responder (CER) Servers. E911 Anywhere is a
cloud-based network services that routes emergency calls in the USA and Canada, sends
detailed location information of the caller to emergency dispatchers at the Public Safety
Answering Points (PSAPs), and notifies on-site personnel of the 911 calls in progress.

Point of Contact

To submit recommendations for comments and changes to this manual please contact us at:

RedSky Technologies, Inc., An Everbridge Company
333 North Michigan Avenue, Suite 1600

Chicago, IL 60601

Toll Free: 866-778-2435

Email: support@redskytech.com

Solution Overview

The integration between Cisco Emergency Responder and E911 Anywhere can be broken down
into two steps:

1. Synchronizing the data from CER.
2. Delivering the 911 call to E911Anywhere over Session Initiation Protocol (SIP) or Public
Switched Telephone Network (PSTN) trunking.

The first step is to synchronize automatic location information (ALI) data configured in CER to
E911 Anywhere, including Emergency Location Identification Numbers (ELINs), Civic Addresses,
and Emergency Response Locations (ERLs).

Cisco CER requires a client-side certificate for mutual authentication with the E911 Anywhere
integration. The RedSky server (anywhere.e911cloud.com) trusts the certificate authority (CA)
installed internally at RedSky, and this CA is utilized to generate client-side certificates used for
mutual authentication. Once the client certificate is uploaded to CER, the National E911 Service
Provider Voice User Interface (VUI) feature is enabled and allows CER to push ALl records directly
to E911 Anywhere.
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CER sends location information over port 443 (TCP), to a specific VUI URL, over a secure SSL
connection. A company ID (provided by RedSky) is sent with the ALl update and is used to
correlate the data with a specific tenant. The ALl records are then updated in E911 Anywhere for
that organization.

If routing calls via SIP trunk, RedSky provides the customer with the public-facing IP addresses of
redundant SIP gateways, and the customer provides RedSky with the public IP address the SIP
traffic is coming from, the transport method (TCP/ UDP/TLS). RedSky uses this information to
whitelist SIP traffic coming from the customer.

If routing calls via PSTN trunk, RedSky provides the customer with a 10-digit DID which
emergency calls will be routed to. End users still dial 911, but Cisco Unified Communications
Manager (CUCM) performs a called party transformation mask to dial out to the phone number
that RedSky provides.

In either routing method, RedSky looks at the caller ID, attempts to find a matching ELIN within
our database, and upon finding a match will route the call to the appropriate PSAP based on the
civic address associated with the ELIN. The customer needs to ensure that when the 9-1-1 dial
pattern is used, the call is routed to RedSky using one of the routing methods above.

Additionally, RedSky offers the capability to support softphone users with MyE911 or directly
through the Webex client application interface and HTTP-enabled Location Delivery (HELD+).
Notifications of the emergency call can be delivered via SMS text, email, or screen pop alerts
with Enhanced Notifications. Call Monitoring, call recording, and call bridging are also available
to security personnel as part of the Enhanced Notifications.
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Synchronizing ALl Data to E911 Anywhere

E911 Anywhere directly integrates with Cisco Emergency Responder. Protocols and ports used by
E911 Anywhere must have IP connectivity to the Cisco Emergency Responder. If a firewall is
between Cisco Emergency Responder and

E911 Anywhere, then ports must be opened to allow communication. Additionally, DNS must be
configured on the CER server, and able to resolve https:// anywhere.e911cloud.com.
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Port

Requirements

SSL

TCP

443

Port opened on a
firewall that is used
for communication
between CER &
E911 Anywhere,
which resides in the
cloud.

SIP

TLS/TCP/UDP

5060-5061

SIP signaling for call
routing to E911
Anywhere.

Configuring National E911 Service Provider VUI Settings

RedSky will provide the certificate to the customer to install on the Cisco

Emergency Responder Server. In order to configure the National E911 Service
Provider VUI, the customer must upload the RedSky National E911 Provider Certificate, test and
validate the VUI, and connect their E911Anywhere account to receive ALl data.

1.

After logging into CER, go to System > National E911 Service Provider VUI Settings.

il Cisco Emergency Responder Adm
CISCO  yor Cisco Unified Communications Solitions

<51

lm-Jm- Phooe T 9w

Cisco ER Groups
Chuster

User Manapement v Repott v Tooly »

Cisco ER Group Settings

Teleprony Setangs

jon mode with 90 days remaining. R

Server Semmps
Licenie Manager
Mad Adert Confguranons

AdE Susecroer :ncy Responder Administration

SAML Sngle Sgn-On

Natonal E911 Service
Provider VUT Semngs

L98100-33

Copyright © 2023 Cisco Systems, Inc,
All rights reserved

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Dv
responsible for compliance with ULS, and local courtry laws. By using this product you dgree to comply with applicable Laws and regulations. If y¢

A summary of U.S. laws governing Clsco aryptographic products may be found at our Export Comapliance Product Regart web site.
For information abost Cisco Unified Communications Manager please visit our Unified Comeunications Svatem Documentation web site
For Cisco Technical Support please visit our Technical Support web site.

Under Step 1: Upload Certificate, upload the redsky.bcfks file by clicking on the Upload
Certificate button. This certificate file is provided by RedSky during implementation.
Note: Cisco transitioned to the .bcfks certificate type with CER v14.0.
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3.

4.

sl Cisco Emergency Responder
€ISCO  for Cisco Unified Communications Solutions:

System v ERL v PhoneTracking v  ERL Membership v  UserManagement v  Reports v Tools v+  Help v

National E911 Service Provider VUI Settings

-Status
Account deleted successfully

—National E911 Service Provider VUI Settings

Step 1: Upload Certificate

Please upload the certificate supplied by National E911 Service Provider

Upload Certificate

Select Choose File and upload the RedSky National E911 Provider VUI Certificate.

allin  Cisco Emergency Respon
CISCO  £or Cisco Unified Communications Solu

Upload Certificate

~Status

@ Status: Ready

~Upload Certificate
Select the certificate to be uploaded * o file chosen

[ Upload ] [ Close ]

@ * indicates required item

Once uploaded, you should receive a status message stating the certificate has been
uploaded successfully.
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7.

ahul,  Cisco Emergency Respon R

CISCO oy Cisco Unified Communications

Upload Certificate

status

@ Status: File cisco-redsky.bcfks uploaded successfully

Upload Certificate
Select the certificate to be uploaded ™ | Choose File | No file chosen

@ * indicates required item

Under Step 2, enter the National E911 Provider Certificate Password. This should be part
of the certificate file provided by RedSky.

- Mg 2 velldats Comifcste

lu-»oa e T [OR—— | |
Wl osL*
(e T

Prors ont smma ¥ Adorees et Mty 1P ASSwIs urt Numder
AP artiatun readed we NI gy

Prons User Name *

Pors Pisrmant *

Tt ard et Camnw Twiwte Arrmure

Next, enter https://api.anywhere.e911cloud.com/cer-service/ws/CERService into the VUI
URL field.
Note: the VUI URL will be different for Horizon Mobility deployments.

[u..: Vabdate Corifa e

| Watonsl 911 Sarvice Brovister Cotiinte Bawswrd *  spessessssssssss

I.u e~ NS g Bepaten 4% | ] (M SO CHT R A v;-s«.]
[P -y

Pepey bpet sema B Addrem * e NTD B ASSress Part Smder
Autborin gt rovded we WTTY graey

Powny Vawr Name ~
Paes Pemmennt *

Click Test and Validate.
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wus U PRIDG ./ Ak ety lr e AN LSS Loy Cir b vt/ ml CER Sy

Enatie WTTP vaxy
Provy Wodt nena/Th Adren (Wint: Mg/ /TP Address Fort Number
Athemtation neeged en WTTP prowy
Procy User Name =
Poocy Pastmont *

Cavenl Delete scount
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8. Once complete, you should receive a status message stating the certificate was updated

and validated successfully.
abaky  Clsco Emergency Respond

B
e o-n-u-‘-ﬂm“

S e I e Powmlidog v IS Vermtewss o Ui Mempaeest o
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et v etk e

Status
Vpsated S Vabtstes tutrersh oy

[ Mationsl 911 Service Provider YUI Settings

Step 1! Upload C

Ceniiste srtanded - chon tedshy befls

[-\'-I Valdate ¢

9. Under Step 3: Configure Account Details, start by entering “VUI.xsd” to the VUl Schema

URL field.

rStep 3. G Account Details

VI Schema URL *

Nationst £011 Service Provider Account 1D *

Max VI Comnectinns *
MES11 for Location Updates *

Test Conmactivity

nue v

Update | | Cancid | Delete Actowrt

10.

Next, you will need to obtain the CER Account ID from E911 Anywhere. Log into E911

Anywhere and copy the CER Account ID from the IDs and Access Codes section of the

dashboard.

IDs and Access Codes

Name Value Copy/View
HELD Company 1D f—.
HELD+ Secret Key © [i
CER Account ID 10046 r‘ I
®

Organization ID

11. Enter the CER Account ID in the National E911 Service Provider Account ID Field.

~Step 3: Configure Detaiby

VUL Schema oy,

Wixsd

-
Ji3tonal E911 Service Proweer Account 10 =

10046 ]

Max WA Comnections
RNTE far Lacetion Vodstes *

e &

update | | Cancel | Desete actownt

10
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12. If MyE911 will be used to allow remote users to update their location, set the MyE911 for
Location Updates flag to true.

Step 3: Config Details

VUL Sohema 0y * Wi.xsd
fational ES11 Service Provider Account ID ~ L0046 1o8 Conmetivity
Fax VT Comvectons = > v

MENLE for Locetion Updates * e v l

Update || Cancet | Delets Acconnt

13. Click Update.

Step 3 <3 Detaily

VUL Schema oy * VWirsd

fational ES 11 Service Provider Account 1D = 10046 Tost Conmestivite
Max VT Comnections iw

ML far Ladetion Updstes * e v |

=

14. Upon receipt of the Update Successful status message, you can test connectivity to E911
Anywhere by clicking Test Connectivity.

Step 3 Configurs Account Detalls

VI Schema URL VULand

Natienal K911 Serviis Wivider Accsent 1D * 1008
Max VUL Comactions * v

MyEOLL for Location Updates ~ troe v

Updste | Cances | | Delete Account

The Test Results section should display the following:

ahl  Cisco Emergency Respon
CISC€O  (or Cisco Unified Communications Solut

Test National E911 Service Provider Connectivity

| Connect | | Clear | [ Close |

es{ Results

Connection succeeded.

Response code = 200
Response from server: OK

| Connect | | Clear | | Close |

Add National E911 Service Provider ERL

To establish an ALl record in E911 Anywhere, you must start by adding a National
E911 Service Provider Emergency Response Location (ERL) record. A National E911

11
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Service Provider ERL is simply an Emergency Location Identification Number (ELIN) assigned to
an emergency location. These records can be populated to E911 Anywhere for dynamic updates
to the ALI database.

1. Select Search and List from the ERL dropdown menu.

Al Cisco Emergency Responde
CIS€0 Lo Cisco Unified Communications 0 :

Onsite Alert Settings
Pager and Emal Alert
o

Conventional ERL i ion mode with 90 days remaining. Register with Smart Software Manager or |
Off-Premises ERL

Default ALl Values
- ERL Migration Tool . _» &
o Secondary Status 1inistration

» I EON
System Version: 15.0.0.98100-3 ';y':.on; gome:::v‘“

View ALI Discrepancies

Copyright © 2023 Cisco Systems, Inc.
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does not
responsible for compliance with U.S. and local country laws, By using this product you agree to comply with applicable laws and regulations. If you are unable to comply with U.S. and local laws

A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.
For information about Cisco Unified Communications Manager please visit our Unified Communications Svstem Documentation web site.
For Cisco Technical Support please visit our Technical Support web site.

2. Select Add New ERL.

Al Cisco Emergency Responder
€IS€0  kor cisco Unified Communications Solutions

System v  ERL v  Phone Tracking v ERL v  User v Repots v Tools v  Help ~

Find National F911 Service Provider ERL Data

Status

I’ Ready

ERL Search s

‘Vﬁnd National E911 Service Provider ERL where |ERL Name v/ [ contains v ‘ | Find | and show [20 v items per page

ERL  No active query

[752 New ERL | [Level of service | [ Bulk TN Update |

12
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3. Enter an ERL Name.

aliiln  Cisco Emergency Res
cisco For Cisco Unified Communications So

~ERL Settings
rE'RL Name * |RedSky Headquarters I
Description
-ELIN Settings
Route/Translation pattern ) ) — [ a
e e — v| Add
ELIN Spoe
' | Remove
-Onsite Alert Settings
Avallable Onsite Alert 1Ds Onsite Alert IDs for the ERL
Add
Remove
-ERL Address
ALl Detalls " Add ALI Time Zone [---Not Selected--- v

-Level of service

Level of service

- | nsert | | cancel changes | | close |

@ * indicates required item

4. Select the Route/Translation pattern, enter the ELIN, and click Add.

13
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alalin  Cisco Emergency Re:
cisco For Cisco Unified Communications

Add New ERIL

~ERL Settings

ERL Name * RedSky Headquarters |
Description | |

~ELIN Settings

oul ansiation panem
I 911 ol | Add ]
(3125551112 ___Remove |

- Onsite Alert Settings

911--3125551112 -

Available Onsite Alert IDs Onsite Alert IDs for the ERL
Add
Remove
~ERL Address
ALI Details | Add ALI | Time Zone ---Not Selected--- v

- Level of service

Level of service

- [ Insert | [ Cancel Changes | | Close

@ * Indicates required item

5. Next, fill out the ALl record. Click Add ALI.

14
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alimlin  Cisco Emergency Respo
cisco For Cisco Unified Communications

~ERL Settings
ERL Name * RedSky Headquarters
Description
~ ELIN Settings
Route/Translation pattern 911--3125551112 -
911 v Add
ELIN S
13125551112 | v
- Onsite Alert Settings
Avallable Onsite Alert 1Ds Onsite Alert IDs for the ERL
Add
Remove
~ERL Address
ALl Details | Add ALL Time Zone | ---Not Selected--- v
~Level of service
Level of service [

- | 1nsert | | cancel Changes | | Close

@ * indicates required item

Fill out the ALl record with the appropriate information. By default, the Location
Information will be used for the Location Name. The Comments field can be used to
create a unique Location Name. For additional information,

refer to the CER ALI Field Mapping in the Appendix.

15
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cisco

Cisco Emergency F
For Clsco Unified Communications

Enter ALT Information

Query from National E911 Service Provider |

Show uplo |1 | records at @ time (for MSAG Query results)

rQuery National E911 Service Provider for MSAG details

House Number ** [322 |
Strest Name === |Michigan |
Streel Suffix st |--select one-- v
Community Name *= [chicage ]
Main NPA | |
Class Of Service * | volP Default v
Exchiange [ |
Order Number [ |
County 10 | |
Zip Code * [60601 |
Customer Code * [o11 |
Longitude [ |
Elevation | |

|

Location |

Pre-vabidate from Mational E911 Service Provader

House Number Sulfix
Prafix Directional
Post Directional
State =%

Type ol Service *
Customer Name =
Extract Date
Company ID =

Zip Code EXtension
Comments
Latitude

TAR Code

Retaryed
(Ffer Company wuse)

0

Non-Pub

121223

10001

RedSky Headguarters

@ *  indicates required item for updating ALL info only

@ *= ndicates required itemn for updating ALL info and MSAG Pre-validation

@ *=* indicales required item for updaling AL info, MSAG Pre-validation and MSAG Query

- | Save and Close |Gun:d0wnu=s| |Clwc|

7. Save and Close the window. The ALI Details should reflect a Configured status.

16
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aliulin  Cisco Emergency Re:

cisco For Cisco Unified Communications So

Add New ERI

- ERL Settings

ERL Name *

|Redsky Headquarters |
Description | |
~ELIN Settings
Route/Translation pattern |911--3125551112 -
Select v Add |
pr——
ELIN Update |

| Remove |

- Onsite Alert Settings
Available Onsite Alert IDs Onsite Alert 1Ds for the ERL
[ Add |
Remove |
- ERL Address
ALI Detalls | configured | Time Zone [ ---Not Selected--- v

~Level of service

Level of service

- [ 1nsert | [ Cancel Changes | | Close.

@ * Indicates required item

Select Insert. You can view the configured ERL in the ERL Data page.

aluli.  Cisco Emergency Re: 5 Navigation
€IS€0  (or Cisco Unified Communications

Logged in as: admin  About  Logo

System » ERL v PhoneTracking v  ERLMembership »  User Management »  Reports v  Tools v  Help

Find National E911 Service Provider ERL Data

Export Import
’V Ready
r ERL Search
Find National E911 Service Provider ERL where |ERL Name v| [contains  v| [ Find_| and show [20 v items per page
ERL (1-10f1)
(Add New ERL | [Level of service |  [[Bulk TN Update |
() ERL Name Route/Translation Pattem--ELIN Onsite Alert 1ds. Street Name Community Name State Edit Copy Delete. Audit Trall
Q y Headquarters 911--3125551212
RedSky Michigan Chicago I ya Y g view.,
Add New ERL | [ Level of service Bulk TN Update | M4 [gol1 of1 b b

17
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Migrating Conventional ERLs
In order for ERLs record to be pushed into E911 Anywhere, Conventional ERLs must first be

migrated into National E911 Service Provider ERLs. The ERL Migration Tool can be used to
perform a bulk migration of Conventional ERLs to National E911 Service Provider ERLs.

Bulk pushing of National E911 Service Provider ERLs can also be scheduled by going to the ERL >
National E911 Service Provider ERL > National E911 Service Provider ERLs tab.

1. The details of the pushed National E911 Service Provider ERLs can be tracked in CER by
going to Reports > ERL Audit Trail. The information will provide the details as to whether
the ERL pushed successfully or failed and the reason. Select ERL Migration Tool from the

import. export, transfer and use. Duivery of Cisco Cryptographic products dows not imply third.party authcrity to impcrt, export, distitute or use excryption. Importers, exparters, distributors and wsers e
icable laws and regulations. If you are unable to comely with U.S. and focal laws, retum this product immediately,

d
For Cisco Techeical Sucoort please visit our Technkcal Support web skte.

In the ERL Search Parameters field, select Conventional ERL from the dropdown list and

2.
click Find. This displays all conventional ERLs within CER.
all  Cisco Emergency Responder |
€ISE0  ror Cisco Unified Communications Solutions.
System v EII."W;IOII"M- ERLMembership v  UserManagement v Reports v Tools v Help v
Find Conventional ERL Data
[TIIIZL
- ERL Search
Find Conventional ERL where |ERL Name v contains v Find and show | 20 v |items per page
ERL (1-20f2)
Configure Default ERL Add New ERL
ERL Name Route/Translst:on Pattern--ELIN Orsite Alert 1ds. Street Name Communty Name State Ede
Refaylt 359 Michioan Chicago (8 Vd
RedSky Weadouarters 911--3125851212 Michigan Chicago 18 Ve
3. Once the Conventional ERLs are displayed, click the checkbox next to each

ERL to be migrated to National E911 Service Provider ERL. Click Migrate to
National E911 Service Provider ERL.
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Cisco Emergency Responder

alil

€IS€0  cor Cisco Unified Communications Solutions
System v ERL v  PhoneTracking v  ERLMembership v  UserManagement v  Reports v  Tools v  Help v
ERL Migration Tool

Status
=

ERL Search
’Vﬁnd Conventional ERL v | where ERL Name [contains v [__Find ] and show [20 v]items per page

National E911 Service Provider (1 -10f 1)
O ERL Name
RedSky Headquarters

| Migrate to National £911 Service Provider ERL |

4. The Route/Translation pattern is the pattern configured in CUCM to route emergency calls
to E911Anywhere. Route/Translation patterns must be configured separately under
System > Telephony Settings from the main menu. Select 911 in the Route/Translation

pattern dropdown.

all  Cisco Emergency Responder
CISCO i Cisco Unified Communications Solutic

Enter values for ERL Migration

Status
[ Ready
o
Route/Translation pattern ; 911 v
Class Of Service | VoIP Default v
v

Type of Service [ Non-Pub

~| Migrate to National E911 Service Provider ERL | | Close |

5. The Class of Service defines the class of service for the CPN such as residential, business,
VolIP. VolP Default should be selected.

19
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alli,  Cisco Emergency Responder

CISCO ot Cisco Unified Communications Se

Enter values for ERL Migration

~Status

Ready

~ERL Settings

Route/Translation pattern 1911

v
Class Of Service | VoIP Default v
TYDE of Service

Non-Pub

-[ Migrate to National E911 Service Provider ERL I | Close |

6. The Type of Service defines the type of service for the Calling Party Number (CPN), such as
FXin 911 area or Non-Pub. Select Non-Pub from the dropdown.

sl Cisco Emergency Responder
CISCO  or Cisco Unified Communications Solut

Enter values for ERL Migration

~Status
Ready
—ERL Settings
Route/Translation pattern [911 v
Class Of Service [ VoIP Default v
F‘I’ype of Service | Non-Pub v

~| Migrate to National E911 Service Provider ERL | | Close |

7. Click on Migrate to National E911 Service Provider ERL and close the window. You should
receive a Migrated ERLs successfully status message.

20
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Illlolllo Cisco Emergency Res r-
CISCO  ror Cisco Unified Communications Solut

Enter values for ERL Migration

~Status
Ready

~ERL Settings
Route/Translation pattern |o11 v |
Class Of Service [ VoIP Default v |
Type of Service [Non-Pub v |

-I Migrate to National E911 Service Provider ERL I Close

21
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Pushing ERL Records into E911 Anywhere

Once you have successfully migrated your Conventional ERLs to National E911 Service Provider
ERLs, you may start pushing the ERL records in to E911Anywhere.

1. Select Search and List from the National E911 Service Provider ERL menu.

alaln  Cisco Emergency Respon:
CISCO o Cisco Unified Communications Solutions

System v Phone Tracking v  ERL M v  User v Reports v Tools v Help v

Onsite Alert Settings

Pager and Email Alert
P

Conventional ERL th Smart Software Manager and running in Evaluation mode with 90 days remaining. Register with Smart Software Manager or !

Off-Premises ERL

Default ALI Values
Secondary Status hinistration

nal E911
System Version: 15.0.0.98100-3 [ bl

View ALl Discrepancies

Copyright © 2023 Cisco Systems, Inc.
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does not
responsible for compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws and regulations. If you are unable to comply with U.S. and local laws

A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.
For information about Cisco Unified Communications Manager please visit our Unified Communications System Documentation web site.
For Cisco Technical Support please visit our Technical Support web site.

2. Click Find to see a list of National E911 Service Provider ERLs.

alln  Cisco Emergency Respond
CI1S€0 1 Cisco Unified Communications Solutions’

Cisco ER Administration ~
4 in as: admin

dmin About

Logoul

Sysem v ERLv PhoneTrackng v  ERLMembership v  User Management v  Repors v  Tools v  Help v

Find National E911 Service Provider ERL Data Export Import
’rke-av
ERL Search

Find National E911 Service Provider ERL where |ERL Name v | |contains v Find and show |20 v | items per page

ERL (1-1of1)
Add New ERL | | Level of service | [ Bulk TN Update
. ERL Name Route/Transtation Pattern--ELIN Onsite Alert Ids. Street Name Community Hame State. Edit Copy Delete Audit Trail
RedSky Headquarters 911:-3125551212 Michigan Chicago )8 V4 oy ] iew.,
Add New ERL Level of service Bulk TN Update M4 [Gol1t of1 b M

3. Click the Edit icon to validate the ERL information. Ensure that the Route Pattern and ELIN
were added correctly.
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CER INTERFACE CONTROL GUIDE

aliml.  Cisco Emergency Res
CISCO  or cisco Unified Communications S

ERL Information for RedSky Headquarters

~ ERL Settings
ERL Name * RedSky Headquarters
Description ‘
~ ELIN Settings
Route/Translation pattern 511--3125551212 | B
Select v Add
ELIN Updars
| Remove
~Onsite Alert Settings
Available Onsite Alert IDs Onsite Alert IDs for the ERL
Add
Remove
- ERL Address
ALI Detalls Edit AL Time Zone | us/central v
- Level of service
Level of service No Coverage | Get level of service

~ l Update to National E911 Service Provider l [ Save ] [ Cancel Changes ] I Close |

4. Click Update ALl Info after verifying the ERL information.
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CER INTERFACE CONTROL GUIDE

alul  Cisco Emergency Responde

CISCO (o cisco unified Communications Solutio

ERL Information for RedSky Headquarters

~ ERL Settings
ERL Name * RedSky Headquarters

Description |

 ELIN Settings

Route/Translation pattern |911--3125551212 -
e L e — v Add

ELIN | Update |

| ‘ Remove |

rOnsite Alert Settings

Available Onsite Alert IDs Onsite Alert IDs for the ERL
Add |
|__Remove |
r ERL Address
ALI Detalls Edit ALI Time Zone [Us/Central .

r Level of service

Level of service [No Coverage | Get level of service

- [ update to National E911 Service Provider | | save | | Cancel changes | | Close |

5. The Query from National E911 Service Provider and Pre-Validate from
National E911 Service Provider buttons are not supported. Verify the ALl information and
select Update ALl Info.
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CER INTERFACE CONTROL GUIDE

alraln
cisco

Cisco Emergency Res
For Cisco Unified Communications So

ALI Information for RedSky Headquarters

| Query from National E911 Service Provider |

| Pre-validate from National E911 Service Provider

Show upto |1 v |records at a time (for MSAG Query results)
FQuery National EO11 Service Provider for MOAG detalls
House Number ** 333 ] House Number Suffix [
Street Name *** [ Michigan | Prefix Directional [N
Street Suffix i AV [--select one-- v Post Directional |
Community Name ** | Chicago | State *** [1L
Main NPA [ |
Class Of Service * [ voIP Nomadic v Type of Service * [ Non-Pub v
Exchange } | Customer Name * | 10001 |
Order Number [ ] Extract Date 120723
County ID | | Company ID * | 10001
Zip Code * \ | Zip Code Extension \ S
Customer Code * (7911 | Comments IvRedSky HQ g
Longitude \ __| Latitude [7
Elevation ] i TAR Code |
Location |FL 16 STE 1600 | Reserved [
(for Company use)

@ * indicates required item for updating ALI info only

@ ** |ndicates required item for updating ALI Info and MSAG Pre-validation

@ *** indicates required item for updating ALI info, MSAG Pre-validation and MSAG Query

—l Update ALI lnfol | Cancel Changes | I Close |

Anywhere.

6. Click Update to National E911 Service Provider to validate and push the record to E911
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CER INTERFACE CONTROL GUIDE

alml  Cisco Emergency Responds
cisco For Cisco Unified Communications Solu

ERL Information for RedSky Headquarters

~ ERL Settings
ERL Name * RedSky Headquarters
Description ]
~ ELIN Settings
Route/Translation pattern 911--3125551212 - |
— S — v Add
\
ELIN Update |
‘ [ Remove
~Onsite Alert Settings
Avallable Onsite Alert IDs Onsite Alert IDs for the ERL
~ Add |
Remove |
~ ERL Address
ALl Details Edit ALL ‘| Time Zone US/Central v
~ Level of service
Level of service [No Coverage | Et_levjel&?emfe

-] Update to National E911 Service Provider | | Save | [ Cancel Changes | | Close

@ * indicates required item

7. Aresponse of SUCCESS indicates that the record was pushed to E911 Anywhere and that
the address was validated.
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alli.  Cisco Emergency Respondel
cisco For Cisco Unified Communications Sc

ERL Information for RedSky Headquarters

- ERL Settings
ERL Name * RedSky Headquarters
Description
- ELIN Settings
Route/Translation pattern 911--3125551112 - SUCCESS(OS -
R — b v Add
ELIN e
Remove
- Onsite Alert Settings
Avallable Onsite Alert 1Ds Onsite Alert 1Ds for the ERL
Add
Remove
r ERL Address
ALl Details Edit ALL Time Zone US/Central v
r Level of service
Laval of sesvice No Coverage , Get level of service |

National E911 Service Provider Schedule

The National E911 Service Provider Schedule page allows you to specify the day of the week and
time when ALl update requests are sent to RedSky. It is recommended to run the schedule once
per day and outside of business hours due to the added network traffic.

1. Go to National E911 Service Provider ERL > National E911 Service Provider Schedule.
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aliml  Cisco Emergency Respon
cisco For Cisco Unified Communications Solutions

System ERLv|Pnonenaumgv ERLMembership v  UserManagement v  Reports v  Tools v  Help v

Pager and Email Alert
Configurations
Conventional ERL th Smart Software Manager and running in Evaluation mode with 90 days remaining.
Off-Premises ERL »
National E911 Service Search And List
Provider ERL
Default ALI Values
ERL Migration Tool
Secondary Status
’ =1 JcE . D

National E911 Service
Provider Schedule

View ALI Discrepancies

Copyright © 2023 Cisco Systems, Inc.
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use.
exporters, distributors and users are responsible for compliance with U.S. and local country laws. By using this product you agree to comply wi

A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.
For information about Cisco Unified Communications Manager please visit our Unified Communications System Documentation web site.

For Cisco Technical Support please visit our Technical Support web site.

2. Select the days of the week and time of day that you want to run the switch port and
phone update process. The schedule is based on a 24-hour clock
with 00 hours and 00 minutes equaling midnight.

il Cinco Emergency Res
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Verify ERL Records in E911 Anywhere

Log into https://anywhere.e911cloud.com with respective user credentials. ERL Records will be
listed under Configuration > CER Locations.

© redsky

4  DASHBOARD

enna MM

CER Locations CER with RedSky ~

@  ADMINISTRATION

\ - Location Name A Location Phone Number / Address Backend Provider Det
oo i e Information Alternate ID LS N P -
# ALERTS & EMAILS RedSky HQ FL 16 STE 1600 ( 335NM jan A . [#]
h L 6060
Q E9M LOCATIONS
Pag 1 of Srows v

Q CERLOCATIONS

0O users

% PIDF-LO DEVICES

¥ NETWORK DISCOVERY
t  CALL ROUTING - SIP

15 CALL ROUTING - PSTN
€] CALL MONITORING

© EON USERS

NOTE: CER Locations cannot be added or edited in the E911 Anywhere
portal.
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Appendix
CER Field Mapping

Field Usage
House Number Required by RedSky
House Number Suffix Optional
Street Name Required by RedSky
Street Suffix Optional

State Required by RedSky

ZIP Code Required by RedSky

ZIP Code Extension Not Used

Community Name Required by RedSky

County ID Not Used

Location* .Optional.— Used for enhanced location
information (e.g., Floor and Room)

Longitude Not Used

Latitude Not Used

Elevation Not Used

Prefix Directional Optional

Post Directional Optional

TAR Code Not Used

Main NPA Not Used

Customer Name

RedSky-provided Account ID

Customer Code

911

Company ID RedSky-provided Account ID

Main Telephone No. Not Used

Order Number Not Used

Class of Service VolP Default

Type of Service Non-Pub

Reserved Not Used

Extract Date Not Used

Exchange Not Used

Comments Optional — Used for Location Name in

RedSky
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